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EXECUTIVE SUMMARY

Note: This executive eBook provides a comprehensive strategic framework for navigating the
fragmented Al regulatory landscape across federal, state and international jurisdictions. As a
detailed resource, it requires a significant time investment to fully absorb. CIOs and executives
seeking a high-level overview or a concise briefing are encouraged to review the companion
PowerPoint slide deck. To request a copy, please email Engage@GraniteFort.com.

In 2025, lawmakers in 45 US states introduced over 600 Al-related bills. Conflicting definitions
of 'high-risk." And incompatible compliance frameworks. For ClOs, this isn't regulatory clarity -
it's Regulation Roulette.

Al regulatory complexity creates a hidden compliance crisis for CIOs. A 2025 EY survey of 975
large companies (each with over US $1 billion in revenue) found that 99% had incurred
Al-related financial losses and 57% of executives cited non-compliance with Al regulations
among their key Al risks.

For Al deployment projects and startups, compliance costs represent a substantial burden,
needing dedicated resources for navigating conflicting requirements across fragmented US
state-level laws, diverse regulatory frameworks and EU Al Act/international mandates. This
burden disproportionately impacts organizations treating compliance as an afterthought.

Critical Insights

State-level explosion in the US:

As per The Transparency Coalition, 27 US states enacted 73 new Al-related laws in 2025 alone.
This creates a patchwork of conflicting requirements that force companies to comply with the
most restrictive standards across all jurisdictions simultaneously.
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Sector-specific collision course:

Even without a single comprehensive Federal Al Statute, sector-specific mandates create
additional compliance layers: FDA regulations for Al medical devices, SEC/FINRA requirements
for algorithmic trading, Federal Reserve SR 11-7 for model risk management in banking and
HIPAA for healthcare Al. CIOs must navigate these overlapping requirements simultaneously,
with each sector imposing distinct documentation, testing and approval processes.

Global regulatory proliferation:

Over 70 countries have implemented national Al policies and strategies, spanning Europe, Asia-
Pacific, Latin America and the Middle East. Organizations operating internationally face
contradictory requirements - from the EU Al Act to China's strict data localization mandates to
Singapore's flexible governance framework to the UAE's innovation-focused approach -
requiring investments in legal expertise & tailored operational strategies for each jurisdiction.

The economic toll of fragmentation:

Regulatory fragmentation functions as a hidden tax on innovation. For Al, these compliance
costs multiply as companies must simultaneously satisfy the most stringent rules from every
jurisdiction where they operate, diverting resources from innovation and actual risk mitigation
to procedural compliance.

Strong Human-in-the-Loop (HITL) governance mechanisms:

HITL is a common theme — these are required the Colorado Al Act, the EU Al Act and other
regulations as core controls, enabling human review, intervention and override capabilities
across the Al lifecycle - from design through deployment and monitoring. Organizations must
use the TRUST360™ HITL Assurance Toolkit or similar frameworks to make sure that their
Human-in-the-Loop processes are robust and auditable, not merely a check-box exercise.

Staggered implementation timelines in major jurisdictions create urgent action windows:
The EU Al Act's prohibitions on unacceptable Al became effective February 2025; however, the
European Commission has proposed delaying high-risk Al system requirements from August
2026 to December 2027 as part of the Digital Omnibus proposal, with full compliance
obligations for public authority deployments remaining at August 2027 (or later pending final
legislative approval).
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Core Recommendations

Implement modular compliance architectures that allow jurisdiction-specific adaptations
without rebuilding entire governance systems, reducing adaptation costs and deployment
delays when regulations evolve. This compartmentalized approach enables rapid updates to
isolated components when regulatory requirements change, ensuring compliance in one
jurisdiction without disrupting operations elsewhere.

Adopt I1SO 42001 as a unified global framework that satisfies disparate regional mandates
under a single Al Management System, providing structured compliance across EU, US and
international requirements. SO 42001 requires organizations to define appropriate human
oversight mechanism (Human-in-the-Loop, HITL) enabling human review, intervention and
override capabilities across the Al lifecycle. Use the TRUST360™ HITL Assurance Toolkit or
similar framework to operationalize, assess and strengthen Human-in-the-Loop processes.

Establish centralized Al compliance hubs with real-time regulatory intelligence capabilities to
monitor evolving requirements across jurisdictions and anticipate changes before they impact
active deployments. These hubs serve as the operational backbone that tracks which modular
components need activation, maps emerging regulations to ISO 42001 frameworks and
identifies where policy engagement is needed.

Engage early with policymakers and industry coalitions to influence policy direction before
regulations finalize, gaining early access to draft frameworks and aligning governance
proactively rather than reactively. Active participation in regulatory consultations enables
organizations to shape requirements while they're still negotiable, transforming compliance
from a cost center into a strategic capability.
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Introducing Return on Governance (ROG)

Organizations that embed compliance proactively - rather than treating it as a final gate -
position themselves for sustainable competitive advantage. Early adopters of structured Al
governance frameworks report faster time-to-value, fewer post-deployment regulatory issues
and lower audit burden than reactive peers.

Here’s what separates winners from losers: Return on Governance (ROG)

It is important for leaders to understand that ROG is not a standard or validated financial metric;
itis a simple conceptual lens we use to frame whether governance investments create business
value beyond just avoiding fines. In its simplest form, the formula is straightforward:

(Risk Avoided + Speed Gained + Revenue Enabled)
(Governance Investment)

Return on Governance =

e Risk Avoided: means reduction in expected loss from Al failures or regulatory penalties

e Speed Gained: means shorter approval and deployment cycles

e Revenue Enabled: means incremental revenue from Al features you can safely launch
because controls are in place.

The EY study confirms the ROI of governance: companies with advanced responsible Al
oversight are about 34% more likely to report revenue growth and 65% more likely to achieve
cost savings than peers with less mature controls. This is the essence of positive ROG where
compliance investments deliver measurable business outcomes.

This eBook provides 10 specific strategies, implementation frameworks and actionable
guidance for ClOs to maximize ROG and transform regulatory complexity from barrier to
strategic advantage in 2025 and beyond.
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INTRODUCTION

Artificial Intelligence regulation in 2025 resembles a high-stakes game of chance, with a
complex and rapidly evolving patchwork of laws playing out across borders. For ClOs, this
"Regulation Roulette" presents conflicting requirements, shifting enforcement priorities, and
emerging standards that vary drastically by region.

The stakes have never been higher. Organizations deploying Al without adequate governance
frameworks face severe losses from compliance failures, according to recent industry research.
Yet the alternative - freezing Al initiatives until regulatory clarity emerges - means ceding
competitive ground to rivals who’ve mastered the art of compliant innovation.

ClOs face intense pressure to quickly
deliver clear ROl from Al investments
while managing compliance demands.
This challenge is compounded by the fact
that the global regulatory landscape
offers no unified playbook creating
fundamentally incompatible approaches
that CIOs must navigate simultaneously.
What’s permissible in one jurisdiction : J
may become inadequate tomorrow as rules tighten and mterpretatlons shift.

INNOVATION —e e COMPLANCE
< Ry o

_BUDGET

The complexity extends beyond mere legal compliance. CIOs must balance competing
stakeholder expectations: boards demand rapid Al-driven transformation, legal teams urge
caution, business units push for autonomy and regulators require transparency &
accountability.

Rather than settling for bare-minimum compliance or allowing regulatory uncertainty to stall
innovation, leading ClOs are embedding compliance early in Al development cycles. This
approach reduces costly setbacks, enables faster value delivery, and provides competitive
differentiation in an environment where regulatory competence is becoming a strategic
capability.

Organizations that thrive aren’t those that avoid regulations - they’re those that architect
systems flexible enough to adapt as regulations evolve, treating governance not as an overhead
but as infrastructure for sustainable Al deployment.
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UNDERSTANDING THE GLOBAL
Al REGULATORY LANDSCARPE

The Al regulatory environment in 2025 is characterized by overwhelming fragmentation. In the
United States alone, 73 laws were ultimately enacted across 27 states in 2025. Globally, over
70 countries have implemented national Al policies and strategies, creating a compliance
landscape that defies simple categorization. For CIOs managing Al deployments across multiple
markets, this proliferation of conflicting and overlapping requirements represents a
fundamental strategic challenge - one that demands proactive governance rather than reactive
compliance.

United States: No Federal Al Statute Creates State-Level

Regulatory Vacuum

OnJanuary 23, 2025, President Trump signed Executive Order 14179, fundamentally shifting US
federal Al policy toward deregulation and innovation leadership. The order revoked previous
Al policies and directives and directed development of an Al Action Plan. Released in July 2025,
the resulting "America's Al Action Plan" emphasizes deregulation, removal of regulatory
barriers, sector-specific guidance over comprehensive federal legislation and acceleration of
American Al dominance through infrastructure investment and international competition.

Rather than simplifying compliance, this federal deregulation (besides sector-specific federal
regulations) created a regulatory vacuum that states have aggressively moved to fill. Critically,
the absence of federal preemption means state Al laws can impose requirements more
restrictive than federal policy. Companies operating across multiple states must simultaneously
comply with fundamentally different - and sometimes conflicting - frameworks. A company
deploying Al systems in California, Colorado and Texas faces three distinct regulatory regimes
with different risk definitions, disclosure requirements and enforcement mechanisms.
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US State Al Laws: The Patchwork Intensifies

California enacted 18 Al-related laws in 2024, with additional legislation in 2025. Most notably,
Senate Bill 53 (SB 53), the Transparency in Frontier Artificial Intelligence Act, was signed into
law on September 29, 2025, creating oversight requirements for frontier Al developers with
revenues exceeding $500 million. This followed Governor Newsom's veto of SB-1047 (Safe and
Secure Innovation for Frontier Artificial Intelligence Models Act) in September 2024, which he
deemed too restrictive - illustrating that even within a single state, the regulatory direction for
Al remains intensely contested. Effective dates for California's various Al laws range from
immediate implementation to staggered compliance windows through 2026 and beyond.

Colorado passed the Colorado Al Act (SB 24-205) in 2024, establishing comprehensive
requirements for developers and deployers of high-risk Al systems. However, implementation
has been delayed, postponed to June 30, 2026, as regulators refine definitions and compliance
frameworks.

At Granite Fort Advisory, we believe that the Colorado Al Act has raised the bar for state-level
Al regulation and is already influencing how other states design their own Al bills.

Texas enacted the Texas Responsible Artificial Intelligence Governance Act (TRAIGA, HB 149) in
June 2025, with the law taking effect on January 1, 2026. It applies broadly to entities that
develop, deploy or market Al systems in Texas or offer Al-enabled products and services to
Texans, as well as to state agencies using Al. TRAIGA imposes its most prescriptive transparency,
disclosure and oversight obligations on state agencies and on providers of health care services
who use Al in relation to diagnosis, treatment or patient care, while private-sector businesses
more generally are subject to cross-cutting prohibitions on manipulative outcomes, unlawful
discrimination and certain biometric uses. TRIAGA also provides access to an Al regulatory
sandbox intended to support innovation.
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Emerging state legislation continues to expand the patchwork:

New York's Responsible Al Safety and Education (RAISE) Act (S 6953B) passed the legislature on
June 12, 2025, and awaits formal delivery to Governor Kathy Hochul. She is expected to act on
the bill before the legislative session expires on December 31, 2025. The legislation would
regulate frontier model development with safety protocols for Al systems costing over $100
million to train. New York also enacted provisions requiring Al companion chatbot operators to
implement suicide prevention protocols, effective in the 2025-2026 fiscal year.

In New York City, Local Law 144 already regulates automated employment decision tools
(AEDTs) by requiring annual independent bias audits, public disclosure of audit results and
advance notice to candidates before Al-based tools are used in hiring or promotion decisions.

lllinois enacted multiple Al-related laws in 2025, including HB 1806 (restricting Al use in mental
healthcare), HB 1859 (requiring human teachers in community colleges) and HB 3851 (updating
cyber-bullying codes to include Al deepfakes).

Massachusetts, Connecticut, Maine, Nebraska, Vermont and other states have enacted
various Al-related laws addressing issues from chatbot disclosure requirements to children's
online privacy protections.

Additional states with active Al legislation in 2025 include Georgia, Hawaii, Idaho, Washington,
Florida, New Mexico, Rhode Island and Virginia, with bills ranging from sector-specific
regulation to comprehensive automated decision-making frameworks.
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US Sector-Specific Regulatory Mandates

In parallel with the lack of a comprehensive federal Al law and beyond state-laws, US
organizations must also navigate Al-related expectations from federal sector regulators that
govern specific industries:

Food and Drug Administration (FDA): In December 2024, FDA issued final guidance on
Predetermined Change Control Plans (PCCPs) for Al-enabled device software, allowing
manufacturers to pre-authorize defined future model updates within De Novo, PMA and 510(k)
submissions instead of filing new marketing applications for each change. The guidance
acknowledges the iterative nature of Al devices and focuses on clearly described planned
modifications, validation and monitoring protocols, transparency & lifecycle risk management.

Federal Trade Commission (FTC): The FTC has been actively enforcing Al compliance through
"Operation Al Comply," launched in September 2024 and continuing through 2025 under new
administration leadership. Under Section 5 of the FTC Act, the agency targets "Al-washing"
(unsubstantiated or exaggerated Al capability claims), deceptive marketing practices,
algorithmic bias in consumer-facing systems and opaque data collection practices. In September
2025, the FTCissued orders to seven companies providing Al-powered chatbots, examining data
handling practices, safety protocols, and consumer manipulation risks. While Trump's Al Action
Plan directs the FTC to review Biden-era investigations that may "unduly burden Al innovation,"
enforcement actions have continued, signaling that Al-related consumer protection remains a
priority. Companies using Al in marketing, customer service or consumer-facing applications
remain fully responsible for Al outputs, with no transfer of liability to technology vendors.

Equal Employment Opportunity Commission (EEOC): In May 2023, the EEOC issued
comprehensive guidance establishing that Al tools used in hiring, promotion, termination or
employment decisions are treated as "selection procedures" subject to Title VII (prohibiting
discrimination based on race, color, religion, sex, national origin) and the Americans with
Disabilities Act. Employers must assess whether Al systems create disparate impact using the
"four-fifths rule" and traditional adverse impact analysis. Again, employers remain liable for
discriminatory outcomes even when using third-party Al vendors - responsibility cannot be
transferred to technology providers. The guidance requires ongoing monitoring to ensure Al
systems don't disparately impact protected categories and mandates that Al systems properly
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accommodate disability-related reasonable accommodation requests under the ADA. For CIOs
deploying Al in talent acquisition, performance management or workforce planning, EEOC
compliance creates an additional governance layer that must be satisfied alongside state Al
employment laws.

Securities and Exchange Commission (SEC) & Financial Industry Regulatory Authority (FINRA):
Both regulators have issued guidance making clear that Al adoption does not reduce
compliance obligations under existing rules. FINRA Rule 2210 (communications with the public)
and Rule 3110 (supervision) apply to Al-generated content, requiring firms to maintain
accuracy, fairness, proper disclosures, and human oversight. SEC Rule 17a-4 and FINRA Rule
4511 recordkeeping requirements extend to all Al-generated materials. As elsewhere, firms
remain fully responsible for Al outputs, with no transfer of liability to technology vendors.

Federal Reserve SR 11-7 (Supervisory Guidance on Model Risk Management): While issued in
2011 for traditional model risk management, SR 11-7 has become a de facto standard for Al/ML
governance in banking. ClOs in financial services frequently reference SR 11-7 when
establishing Al governance frameworks, as it provides structured expectations for model
validation, ongoing monitoring and governance that regulators now apply to Al systems. For
banking CIOs, SR 11-7 compliance has become table stakes for Al deployment, creating
additional governance layers beyond state-level Al l[aws.

Health Insurance Portability and Accountability Act (HIPAA): Healthcare organizations
deploying Al must ensure compliance with HIPAA privacy and security rules, particularly for Al
systems processing protected health information (PHI). State laws are layering additional Al-
specific requirements onto these existing obligations.

These sector-specific mandates create compliance complexity that intersects with - but doesn't
align with - state Al laws. For example, a company deploying Al-powered recruitment tools in
California must simultaneously comply with EEOC guidance on algorithmic bias, California's
employment-related Al disclosure requirements, potentially Colorado's Al Act if operating
across states and FTC scrutiny if making marketing claims about Al capabilities. An Al-enabled
medical device company faces FDA PCCP requirements, California's SB 53 frontier Al obligations,
and potential multi-state regulatory frameworks - each with distinct testing, documentation,
and disclosure protocols.
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European Union: Comprehensive Risk-Based Framework

The EU Al Act entered into force on August 1, 2024, representing the world's first
comprehensive Al legislation with extraterritorial reach affecting US companies serving EU
markets. This regulation employs a risk-based framework prohibiting certain Al applications
outright (real-time biometric surveillance, social scoring, manipulative Al systems), mandating
pre-market conformity assessments for high-risk systems, requiring CE marking certification and
establishing transparency obligations including EU database registration.

Implementation follows a staggered timeline:

e February 2, 2025: Prohibited Al systems (unacceptable risk) became banned, and general Al
literacy obligations took effect.

e August 2, 2025: Governance rules for new General-Purpose Al (GPAI) models took effect,
requiring transparency, technical documentation, and copyright compliance. National
competent authorities were designated.

e August 2, 2026: The primary compliance deadline for most High-Risk Al systems (Annex Ill).
This covers standalone Al used in critical areas like HR/employment, education, credit
scoring, and biometric identification. The European Commission's November 2025 Digital
Omnibus proposal would extend this deadline to December 2027, pending approval by the
EU Council and Parliament.

e August 2, 2027: Full compliance deadline for high-risk Al systems integrated into regulated
products (e.g., medical devices, cars, elevators - Annex |) and for legacy GPAI models that
were already on the market before August 2025.

e December 31, 2030: Final operational deadline only for certain large-scale IT systems in the
area of Freedom, Security, and Justice (e.g., Schengen Information System SIS, VIS, Eurodac,
EES and ETIS) listed in Annex X.

Recent Development - Digital Omnibus Proposal: In November 2025 - at the time of publishing
this eBook - the European Commission proposed delaying the EU Al Act's high-risk system
requirements as part of the Digital Omnibus legislative package. The justification cited slow
readiness among businesses and member states, plus lack of established national enforcement
bodies. This delay has drawn criticism from civil society groups who view it as yielding to Big
Tech pressure at the expense of consumer protection. For US-based ClIOs with European
operations, this extends the compliance runway but does not eliminate obligations -
organizations should use the additional time to strengthen governance rather than postpone
implementation, as the delay could be shortened during legislative negotiations.
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For US-based CIOs with European operations, the EU Al Act creates an additional compliance
layer that may conflict with permissive US federal policy while partially aligning with stricter
state-level requirements in California or Colorado. The extraterritorial nature of the Act means
that US companies selling Al products or services in the EU market - even without physical EU
presence - must comply with these requirements, creating a third regulatory framework
alongside federal and state US obligations. However, organizations treating the Digital Omnibus
Proposal as license to postpone governance investments risk being caught unprepared if
timelines accelerate or enforcement priorities change.

Other Global Jurisdictions

Singapore has adopted a Model Al Governance Framework emphasizing voluntary self-
regulation, transparency, and explainability, with sector-specific guidance from the Monetary
Authority of Singapore (MAS) for financial services Al applications. The framework promotes
principles-based governance rather than prescriptive rules, creating a lighter regulatory
environment than EU while maintaining accountability expectations through tools like Al Verify.

Australia released its Al Ethics Framework in 2019 and proposed mandatory guardrails for high-
risk Al systems in 2023, with consultation ongoing as of 2025. The Australian approach
emphasizes voluntary adoption of ethical principles with potential regulatory intervention for
high-risk applications, similar to the UK model.

United Kingdom established the Al Safety Institute and adopted a pro-innovation approach
emphasizing existing regulators applying Al principles within their domains rather than
comprehensive Al-specific legislation. The UK framework focuses on safety testing,
transparency and fairness without creating new regulatory structures, positioning itself as a
middle path between EU comprehensiveness and US deregulation.

China implemented Al regulations for generative models effective August 15, 2023, focusing on
content moderation, lawful data sourcing and alignment with government policies, including
mandatory labeling of Al-generated content and algorithm registration with government
regulators. For multinational organizations, China's content control requirements create
operational challenges around data localization and output filtering that conflict with
transparency and explainability expectations in Western markets.

India is developing Al governance frameworks through the Ministry of Electronics and
Information Technology (MeitY), with draft guidelines emphasizing responsible Al principles and
sector-specific regulations emerging for healthcare and financial services. India's approach
mirrors elements of both the EU's risk-based framework and the America’s sector-specific
model, with implementation timelines still uncertain.
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CONFLICTING REQUIREMENTS:
EXAMPLES OF REGULATORY
COLLISION

The fragmented landscape creates direct conflicts that force organizations to choose between
compliance regimes or build costly jurisdiction-specific systems:

Risk classification discrepancies: An Al system classified as "high-risk" under Colorado's Al Act
(covering consequential decisions in employment, housing, credit, education, healthcare,
insurance and legal services) may not meet California's SB 53 "frontier model" thresholds
(requiring over $100 million in training costs and $S500 million revenue). The same Al recruiting
tool could trigger Colorado's reasonable care standards and impact assessments while
remaining unregulated under California's frontier Al framework - requiring different disclosure,
testing, and governance protocols for the same technology deployed in different states.

Disclosure obligations: FINRA Rule 2210 requires pre-approval of Al-generated marketing
communications in financial services, treating Al outputs as firm communications subject to
supervisory review before publication. Meanwhile, California's transparency laws mandate
public disclosure of Al use in certain consumer-facing applications and Texas's TRAIGA requires
providing Al system information to the Attorney General upon request. This creates tension
between regulatory confidentiality expectations (FINRA's pre-clearance process) and
transparency mandates (public disclosure requirements), forcing financial services firms to
navigate contradictory obligations across jurisdictions.

Employment Al conflicts: The EEOC requires employers using Al hiring tools to conduct
disparate impact analysis under the "four-fifths rule" and maintain documentation showing
compliance with Title VIl and ADA requirements. New York City's Local Law 144 requires annual
bias audits by independent auditors for automated employment decision tools used in NYC,
with public posting of audit results. lllinois prohibits certain biometric data analysis in hiring
contexts without specific consent. A company deploying Al recruiting tools nationally must
simultaneously satisfy EEOC disparate impact standards, conduct NYC-specific bias audits if
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hiring in New York City, obtain Illinois-specific biometric consent and comply with Colorado's
high-risk Al requirements - each with distinct testing methodologies, documentation standards,
and disclosure protocols that may produce contradictory compliance obligations.

GDPR Article 22 automated decision-making restrictions: GDPR Article 22 gives individuals the
right not to be subject to decisions based solely on automated processing, including profiling,
which produces legal or similarly significant effects - directly prohibiting certain Al deployment
scenarios unless explicit consent is obtained, the decision is necessary for contract performance
or it's authorized by EU law with suitable safeguards. This creates operational conflicts for US
companies serving EU customers: an Al system that automatically denies loan applications or
rejects job candidates without human intervention violates Article 22 in the EU but may be
permissible (or even encouraged for efficiency) under US state frameworks that focus on bias
testing rather than human oversight requirements. The GDPR requires "meaningful human
involvement" in consequential decisions, meaning a human cannot simply rubber-stamp Al
outputs - the human must actually review and have authority to change the decision. This
conflicts with California's and Colorado's frameworks, which focus on algorithmic accountability
and impact assessments but don't mandate human decision-making authority for all
consequential Al systems, forcing companies to maintain separate operational procedures for
EU versus US deployments of the same Al tool.

FTC enforcement versus state innovation policies: The FTC's "Operation Al Comply"
aggressively pursues "Al-washing" claims and unsubstantiated capability statements, requiring
companies to substantiate all Al performance claims with rigorous testing. However, Trump's
America's Al Action Plan directs the FTC to review Biden-era investigations that may "unduly
burden Al innovation," creating uncertainty about enforcement priorities. Simultaneously,
some states like Utah and Tennessee are positioning themselves as Al innovation hubs with
lighter regulatory frameworks, while California and Colorado impose stringent safety and
transparency requirements. Companies must navigate conflicting federal signals about Al
claims substantiation while adapting to dramatically different state regulatory philosophies,
from innovation-friendly sandbox environments to precautionary frameworks.

Privacy law conflicts with Al training requirements: GDPR's data minimization and purpose
limitation principles (Articles 5(1)(c) and 5(1)(b)) require organizations to collect only necessary
data and delete it when its original purpose is fulfilled. However, effective Al model training
often requires large, diverse datasets retained for ongoing model retraining, bias detection,
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performance monitoring and compliance documentation - creating fundamental tension
between privacy compliance and Al performance optimization. An Al healthcare diagnostic tool
trained on patient data must retain training datasets to demonstrate FDA compliance with bias
mitigation requirements and conduct ongoing validation testing, yet GDPR's storage limitation
principle requires deletion of personal data once the original diagnostic purpose is complete.
Similarly, California's CPRA imposes data minimization requirements that conflict with the need
to retain Al training data for explainability and audit purposes required by other regulations.
Organizations face an impossible choice: maintain comprehensive Al auditability through
extensive data retention (satisfying FDA, EEOC and FTC requirements for bias testing and
performance validation) or implement strict data minimization (satisfying GDPR and state
privacy laws) - two regulatory mandates that directly contradict each other in practice.

The interstate commerce problem: Because Al models and systems inherently operate across
state lines, companies face an impossible choice: build separate Al systems for each state
jurisdiction (economically infeasible), comply only with the strictest state requirements and
apply them nationally (allowing the most restrictive state to set national standards) or avoid Al
deployment in heavily regulated states (limiting market access). As one analysis notes:
"Companies will not train a frontier model under California rules and then train a different
frontier model under Utah rules. Instead, developers are likely to choose a single set of laws to
train under, and will likely attempt to comply with the strictest requirements in their intended
market."

This race-to-the-top dynamic means that California's or more likely, Colorado's Al regulations
effectively become de facto national standards, even for companies headquartered elsewhere.
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10 STRATEGIES TO WIN THE
REGULATION ROULETTE

The regulatory landscape documented in this eBook presents CIOs with an uncomfortable
reality: new state Al laws, contradictory federal agency guidance, conflicting international
frameworks and implementation timelines that collide across jurisdictions.

Organizations that treat this as a pure compliance exercise - reacting to each new regulation
as it emerges - will find themselves perpetually behind, burning resources on redundant
audits, duplicative documentation and jurisdictional whack-a-mole.

The alternative is strategic architecture: governance systems designed for adaptability rather
than rigidity, frameworks that satisfy multiple regulators simultaneously, and compliance
infrastructure that accelerates deployment rather than delays it.

The following ten strategies provide ClOs with actionable approaches to transform regulatory
fragmentation from strategic liability into operational capability. These are emerging best
practices that organizations are implementing today to position themselves ahead of
enforcement timelines.

2

Adopt ISO

S

Engage Early

3

Embed

4

Create a

Implement a

modular 42001 for Al Human-in- Centralized Al with
compliance Governance the-Loop Compliance Hub Policymakers
architecture excellence (HITL) & Industry
controls Coalitions

6 7 8 9 10

Build strong Leverage Train Cross- Prioritize Ethical Develop and
Vendor and Cross-border Functional Risk Assessment Maintain Al

Data Regulatory Teams on Al alongside Legal Regulatory
Governance Diversity Regulation Compliance Playbooks
ecosystem

FOUNDATION: All strategies rest on ISO 42001 and a pro-active compliance culture
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The first five strategies establish the foundational architecture upon which all compliant Al
deployments must be built: modular governance design that enables rapid jurisdictional
adaptation, globally recognized standards frameworks that satisfy multiple regulators
simultaneously, mandatory human oversight mechanisms for high-risk systems, centralized
intelligence capabilities that anticipate regulatory changes, and proactive policy engagement
that shapes requirements before they solidify.

The remaining five strategies extend these foundations with advanced capabilities for
organizations managing complex, multi-jurisdictional Al portfolios at scale.

Strategy 1: Implement a Modular Compliance Architecture

Organize Al compliance by jurisdiction and regulatory domain, maintaining separate
documentation that can be updated independently when regulations change - avoiding
complete program rebuilds for each new law.

Return on Governance (ROG) impact: Modular compliance architecture eliminates the costly
cycle of rebuilding entire governance programs when individual jurisdictions update
requirements—when one state changes its laws, only that specific jurisdiction's documentation
needs revision, not your entire governance infrastructure. This approach enables parallel
compliance work across multiple states rather than sequential bottlenecks and contributes to
the pattern where structured Al governance avoids reactive compliance costs from rushed
policy rewrites and deployment delays.

Core approach:

Compliance decision framework: Document which regulations apply to specific Al systems.
Does your recruiting tool trigger Colorado high-risk employment rules, EEOC disparate impact
testing and NYC Local Law 144 bias audits?
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Jurisdiction-specific checklists: Colorado requires impact assessments, consumer notifications
and reasonable care documentation. EEOC requires four-fifths rule testing and disparate impact
analysis. Maintain these separately so updating one doesn't disrupt others.

Reusable testing templates: Build shared protocols where requirements overlap—bias testing
that satisfies both Colorado and EEOC simultaneously.

Critical limitations:

Technical requirements typically apply everywhere, not per-jurisdiction. If Colorado requires
explainability, you'll build it for all users because maintaining jurisdiction-specific code is
prohibitively expensive. Most compliance is operational overhead (hiring auditors, publishing
results, notifying users), not technical controls you can compartmentalize.

Practical implementation:

e Create compliance matrix: Map Al systems to applicable regulations (states you operate in,
federal agencies regulating your industry)

e Prioritize enforcement risk: Start with Colorado, California, NYC, plus FTC/EEOC/FDA based
on your industry - not all 27 states simultaneously

e Build first three programs: Headquarters state, highest-revenue state, primary federal
regulator

¢ I|dentify reusable components: Single bias testing framework, shared vendor questionnaires

e Establish regulatory monitoring: Assign ownership for tracking jurisdictional changes.

The benefit:

When regulations change, update specific jurisdictions without disrupting your entire program.
You avoid rebuilding your entire Al governance program when one state changes its laws. You
can update Colorado-specific materials without disrupting your California, EEOC, or FDA
compliance work. That's the real value - organized program management that scales as
regulations proliferate.
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Strategy 2: Adopt ISO 42001 as Your Al Governance Framework

ISO/IEC 42001, the international standard for Al Management Systems published in December
2023, provides a structured framework for risk management, ethical design, transparency, and
performance monitoring that satisfies multiple US regulatory requirements simultaneously.

Return on Governance (ROG) impact: Organizations implementing comprehensive Al
governance frameworks avoid reactive costs from regulatory penalties, reputational damage,
operational disruptions, and legal liabilities. ISO 42001 certification provides third-party
validation that strengthens trust with regulators, customers and partners. This is particularly
valuable when defending Al systems during EEOC investigations, FTC enforcement actions or
state regulatory audits.

Why ISO 42001 matters for US compliance: The standard's "Plan-Do-Check-Act" methodology
aligns with NIST Al Risk Management Framework expectations while providing certifiable
controls that satisfy EEOC employment discrimination requirements, FTC substantiation
standards and state-level Al governance mandates. Rather than maintaining separate
compliance programs for Colorado, California, EEOC and FTC, ISO 42001 provides unified
governance infrastructure adaptable to jurisdiction-specific requirements.

Critical requirement: ISO 42001 mandates Human-in-the-Loop (HITL) governance mechanisms
as core controls - addressed in Strategy #3.

21 © Granite Fort Advisory



Strategy 3: Embed Human-in-the-Loop (HITL) Controls

Human oversight is increasingly mandated across Al regulation, from EEOC employment
discrimination standards to state-level consequential decision rules to international laws.
Human-in-the-Loop (HITL) frameworks enable continuous monitoring with human intervention
capabilities, transparency through documented review at critical decision points and risk
mitigation for high-stakes applications.

Return on Governance (ROG) impact: HITL controls reduce the Al model failure rate by
ensuring human oversight catches performance degradation, bias drift and compliance
violations before they trigger regulatory action or reputational damage. The cost of
implementing HITL is offset by avoiding model recalls, regulatory investigations, process freezes
and fines/litigation.

US regulatory drivers:

EEOC employment discrimination: Al hiring tools require documented human review to
demonstrate compliance with Title VII - automated systems making employment decisions
without meaningful human involvement create disparate impact liability.

GDPR Article 22 for US companies serving EU customers: Individuals have the right not to be
subject to solely automated decisions with legal or significant effects, requiring meaningful
human involvement (not rubber-stamping).

Colorado Al Act: High-risk Al systems require human oversight mechanisms allowing
intervention and override capabilities for consequential decisions.

Implementation approach:

Granite Fort Advisory offers the TRUST360™ HITL Assurance Toolkit to asses, operationalize and
strengthen Human-in-the-Loop processes across the Al management system. You should use
this or a comparable framework to set effective human oversight mechanisms.
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Strategy 4: Establish a Centralized Al Compliance Hub

Create a central office for Al governance that sets enterprise-wide standards while enabling
regional teams to implement jurisdiction-specific requirements locally.

We strongly recommend using a governance platform powered by real-time Regulatory
Intelligence.

Return on Governance (ROG) impact: Centralized governance eliminates duplicative
compliance work across business units, reducing audit preparation cycle times and preventing
contradictory Al policies that create regulatory exposure. Organizations report that governance
accelerates rather than constrains innovation by providing clear boundaries within which teams
can experiment confidently.

Core functions:

e Regulatory intelligence automation: Deploy tools that continuously track US state legislative
developments (27 states with active Al laws), federal agency guidance (FTC, EEOC, FDA,
SEC/FINRA), and enforcement actions - alerting teams when regulations change.

e Multi-jurisdictional standards setting: Establish baseline requirements that satisfy common
elements across Colorado, California, and federal mandates (bias testing, impact
assessments, transparency documentation), then layer jurisdiction-specific requirements as
needed.

e Cross-functional coordination: Bridge legal, technical, and business teams to ensure
compliance requirements inform Al design decisions early, avoiding costly retrofits when
systems fail regulatory review.

e Critical balance: Provide strategic oversight without creating bottlenecks that slow
deployment velocity - the hub approves frameworks, not individual Al deployments.
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Strategy 5: Leverage Regulatory Sandboxes and Structured Pilot
Programs

Use state-sponsored regulatory sandboxes and structured pilot environments to test Al systems
under regulatory supervision before full-scale deployment, accelerating learning while building
relationships with regulators.

Return on Governance (ROG) impact: Sandbox participation provides regulatory feedback
during development rather than after deployment failures, avoiding reactive remediation costs
that industry research shows are nearly 3x higher than the cost of proactive governance. Early
regulatory engagement reduces uncertainty-driven delays and demonstrates good-faith
compliance efforts that regulators consider during enforcement decisions.

US sandbox opportunities:

Several states offer formal Al regulatory sandboxes allowing companies to test innovative Al
applications with temporary regulatory relief while maintaining consumer protections. Utah,
Arizona, Texas and other states have established innovation-friendly frameworks for controlled
Al testing.

Dual-track development approach: Pilot Al systems in sandbox environments or states with
lighter regulatory frameworks to gather real-world performance data and refine governance
controls, then apply those learnings when deploying in Colorado, California or other high-
compliance states. This transforms regulatory diversity from obstacle into competitive
intelligence - you learn what works before committing to expensive compliance infrastructure.

Critical limitation: Sandbox testing must still meet baseline safety and fairness standards. This
is not regulatory arbitrage to avoid obligations. Instead, it's structured learning under
regulatory supervision to deploy better Al systems faster.
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Strategy 6: Build Robust Vendor Al Governance Programs

Ensure Al vendors and data partners adhere to applicable compliance standards, recognizing
that vendor Al failures become your regulatory liability.

Return on Governance (ROG) impact: Third-party Al systems represent significant exposure -
organizations face EEOC liability for discriminatory vendor Al tools, FTC enforcement for vendor
"Al-washing" claims and state penalties for vendor compliance failures. Proactive vendor
governance avoids reactive legal costs that typically cost nearly three times more than the
investment in upfront controls.

Vendor governance framework:

e Pre-procurement assessment: Require vendors to demonstrate 1ISO 42001 certification or
equivalent Al governance certifications; provide documentation of bias testing
methodologies; and disclose training data sources and model limitations.

e Contractual compliance obligations: Establish liability frameworks holding vendors
responsible for regulatory non-compliance (EEOC disparate impact, FTC substantiation
failures, state Al Act violations); require vendors to maintain HITL capabilities for high-risk
systems; and mandate notification of material Al model changes that could affect
compliance.

e Ongoing vendor monitoring: Conduct annual vendor Al audits assessing continued
compliance with evolving regulations; review vendor incident reports for bias, accuracy, or
safety failures; and maintain right-to-audit provisions for regulatory investigations.

e Vendor Exit Planning: Establish contractual data portability rights and setup system
transition plans that enable rapid vendor termination without operational disruption if
compliance failures, regulatory changes or performance issues arise. Maintain escrow
arrangements or alternative vendor relationships to ensure continuity of critical Al functions
during vendor transitions, avoiding the compliance risk of being locked into non-compliant
systems.

Note: We have discussed Vendor Lock-in and Exit Planning at length in the Granite Fort Advisory
eBook titled "How to Fire Your Al: Exit Strategies When Your Model Goes Rogue". You can find
the eBook on our website or email Engage@GraniteFort.com to request a copy.
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Strategy 7: Engage Proactively with Policymakers and Industry
Coalitions

Participate in regulatory consultations, industry standards development and policy discussions
before Al regulations finalize. Influence requirements while they're negotiable rather than
reacting to mandates.

Return on Governance (ROG) impact: Organizations that engage early shape regulations to
align with operational realities, avoiding compliance requirements that provide minimal safety
benefit at disproportionate cost. Early policy access enables proactive governance alignment,
eliminating the costly scramble when regulations suddenly take effect.

Engagement opportunities:

e State legislative consultations: Colorado, California, New York, lllinois and other active Al
regulatory states solicit industry input during rulemaking - participate to provide CIO
perspective on implementation feasibility.

o Federal agency guidance development: EEOC, FTC, FDA and SEC issue draft guidance
soliciting public comment - submit detailed responses explaining operational impacts and
alternative compliance approaches.

¢ Industry coalition participation: Join Al standards organizations, industry associations and
cross-sector coalitions providing collective voice on emerging Al requirements and shared
intelligence on regulatory developments.
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Strategy 8: Build Cross-Functional Al Regulatory Literacy

Train legal, technical and business teams on US Al regulatory frameworks, creating
organizational capability where compliance and innovation work together.

Return on Governance (ROG) impact: Cross-functional literacy eliminates compliance delays
caused by misunderstanding regulatory requirements, reduces legal review cycles by enabling
engineers to design compliant systems initially, and accelerates deployment by avoiding late-
stage redesigns.

Training priorities for US teams:

State Al frameworks: Colorado high-risk Al requirements, California frontier model
obligations, Texas state agency rules, NYC Local Law 144 bias audits, etc.

Federal sector regulations: EEOC employment discrimination standards (four-fifths rule,
disparate impact), FTC advertising substantiation & Al-washing enforcement, FDA medical
device Al requirements, SEC/FINRA financial services guidance, etc.

ISO 42001 implementation: Practical application of ISO 42001 to US compliance contexts.

HITL best practices: Implementing meaningful human oversight that satisfies regulatory
expectations. Ask your team to study the TRUST360™ HITL Assurance or similar
frameworks.

Advanced training: Conduct quarterly regulatory updates as state laws evolve and federal
agencies issue new guidance, scenario-based compliance exercises using real Al systems and
cross-functional workshops where legal explains regulatory intent and engineering explains
technical constraints. Consider simulating response to an AG or regulatory investigation.
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Strategy 9: Integrate Proactive Ethical Al Assessment

Conduct bias audits, fairness testing, and transparency reviews before Al deployment—
anticipating regulatory scrutiny and mitigating reputational risks.

Return on Governance (ROG) impact: Proactive ethical assessment identifies discriminatory
patterns before they trigger EEOC investigations, FTC enforcement actions or reputational crises
thus avoiding the Al model failure rate and associated remediation costs.

Practical implementation:

e Pre-deployment bias audits: Test Al systems across demographic groups (race, gender, age,
disability status) using EEOC's four-fifths rule and similar statistical methods to identify
disparate impact before launch.

e Fairness testing protocols: Evaluate Al performance across use cases and jurisdictions such
as recruiting Al tested for consistency across Colorado employment categories, customer
service Al tested for language and accessibility bias.

e Transparency and explainability reviews: Document Al decision-making logic in formats
accessible to regulators, consumers, and internal stakeholders, satisfying FTC substantiation
requirements and state disclosure mandates.

e Continuous monitoring: Ethical Al assessment isn't one-time. Establish ongoing monitoring
for model drift, bias emergence and performance degradation as data distributions change.
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Strategy 10: Develop Jurisdiction-Specific Al Regulatory

Playbooks

Create operational playbooks translating complex legal requirements into actionable
procedures for managing compliance across US state and federal jurisdictions.

Return on Governance (ROG) impact: Playbooks enable consistent, repeatable responses to
regulatory requirements, eliminating ad-hoc decision-making that creates compliance gaps and
reducing onboarding time for new Al governance team members.

Playbook components:

Jurisdiction triggers: Decision trees determining which state laws and federal regulations
apply to specific Al systems based on geography, use case and risk level

Compliance procedures: Step-by-step workflows for Colorado impact assessments, EEOC
disparate impact testing, FTC advertising substantiation, NYC bias audits; all with templates
and timelines

Roles and responsibilities: Clear assignment of compliance activities (who conducts bias
testing, who reviews impact assessments, who maintains regulatory documentation, who
responds to audits)

Escalation workflows: Defined processes for handling regulatory changes, enforcement
actions, compliance failures and Al incidents

Living documents: Update playbooks quarterly as regulations evolve, maintaining version
control and ensuring teams reference current requirements.
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WHERE TO START: FIVE
PRIORITY STEPS FOR CI1Os

Regulation Roulette is real and growing more complex. The patchwork of state laws, overlapping
federal agency mandates and contradictory requirements create compliance complexity
unprecedented in technology regulation.

ClOs who view this solely as compliance burden will find themselves perpetually reactive -
chasing each new state law, scrambling to interpret federal guidance or delaying Al deployments
indefinitely while waiting for regulatory clarity that won't arrive.

The most effective strategy is proactive adoption of globally recognized governance frameworks
such as ISO 42001 and human oversight frameworks like TRUST360™ HITL Assurance.
Organizations that begin building required documentation and internal processes now - before
enforcement intensifies - create a "rebuttable presumption" of compliance that provides
powerful legal defense and operational flexibility.

1. Conduct regulatory exposure assessment: Map current Al systems to the enacted laws and
applicable federal agencies. If necessary, seek help from external legal counsels.

2. Conduct Al Impact Assessment: Execute formal impact assessments for Al systems deployed
in consequential decision-making contexts as required by Colorado (deadline June 2026) and

other emerging state mandates.

3. Prioritize compliance programs: Build jurisdiction-specific frameworks for your
headquarters state, highest-revenue state and primary federal sector regulator first.

4. Implement/strengthen Human Oversight controls: Establish robust human oversight for
high-risk Al applications using the TRUST360™ HITL Assurance or alternate frameworks.

5. Adopt ISO 42001 as your governance standard: Assess timeline and resource requirements
for unified Al governance framework satisfying multiple US and international regulators.
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You should eventually assign Al regulatory monitoring responsibilities and establish who tracks
which jurisdictions (e.g. HQ counsel monitors home state Al laws, federal regulatory specialist
tracks EEOC/FTC/FDA guidance, Al governance lead monitors California/Colorado as bellwether
states), with weekly briefings to Al product teams on changes affecting active deployments.

By focusing on these steps today, CIOs can transform regulatory fragmentation from strategic
liability into competitive advantage as enforcement intensifies.

Early adopters of structured Al governance frameworks gain measurable advantages: they
shape regulatory requirements through policy engagement before laws finalize, they deploy Al
systems faster because governance infrastructure already exists and they demonstrate
compliance maturity that regulators consider during enforcement decisions.

More critically, organizations that delay governance implementation face compounding costs -
retrofitting Al systems for compliance is exponentially more expensive than designing them
correctly initially, and each month of delay adds jurisdictions to your compliance backlog as new
state laws take effect. The choice isn't whether to implement Al governance, but whether to
do it strategically now or reactively later at 5x the cost.

Have questions or need guidance implementing these strategies?
Contact us at Engage@GraniteFort.com

Granite Fort Advisory ¢ GRANITE FORT
Dallas, TX, United States <.> ADVISORY
Tel: +1-469-713-1511

Engage @GraniteFort.com Al Transformation, Governance, Risk & Compliance

. Clarity. Compliance. Confidence.
www.granitefort.com

Disclaimer: This eBook provides general information and strategic guidance but does not constitute professional or legal advice. Each organization's
situation is unique and specific strategies should be developed in consultation with qualified technical and legal advisors. The information presented
reflects the regulatory landscape as of November 2025 and is subject to change based on legislative amendments and regulatory guidance.
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